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Abstract: 

Block chain technology is a decentralised, distributed ledger that stores the record of ownership of digital assets, any data 

stored on block chain is unable to be modified, making the technology a legitimate disruptor for industries like payments, 

cyber security and health care. Block chain technology has the potential to revolutionise interaction between governments, 

businesses and citizens in a manner that was unfathomable just a decade ago. Block chain has emerged to become a 

potentially transformative force in multiple aspects of government and private sector operations. Its potential has been 

recognized globally with a variety of international organisations and technology companies highlighting the benefits of its 

application in reducing the costs of operations and compliance, as well as in improving efficiencies .Future of Blockchain 

in the Finance Industry, Cybersecurity, Digital Advertising, Supply Chain Management and so on will ensure transparency 

in governance, ensure less cybercrime,  to promote marketing, reduce the human error with less cost and time. The study 

objective is to identify the country which supports blockchain, influencing factors and its impact on future of block chain. 

To achieve this objective, case study method is used, five different cases are taken to prove how the blockchain 

methodology support the managerial functions in various aspects. The study findings are supported by the advantages of 

using blockchain, how it helps the nations to reduce the time taken to accomplish the goals with transparency, to maximise 

the efficiency by adaptation of blockchain technology and to reduce the human intervention thereby reducing the prevalent 

cyber crime. 
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Introduction: 

Block chain technology is a decentralised, distributed ledger that stores the record of ownership of digital assets, any data 

stored on block chain is unable to modified , making the technology a legitimate disruptor for industries like payments, 

cyber security and health care. 

 

One key difference between a typical database and a blockchain is how the data is structured. A block chain collects the 

information together in groups ,known as blocks, that hold set of information. blocks have certain storage capacities and 

record information on a timestamped chain that extends infinitely. New data is added to the end, and once added, it is 

permanent. Older data can be neither be removed nor modified because a snapshot of it is captured in the blocks of data 

that come after it. 

 

Block chain technology has the potential to revolutionise interaction between governments, businesses and citizens in a 

manner that was unfathomable just a decade ago. Block chain has emerged to become a potentially transformative force in 

multiple aspects of government and private sector operations. Its potential has been recognized globally with a variety of 

international organisations and technology companies highlighting the benefits of its application in reducing costs of 

operations and compliance, as well as in improving efficiencies. 

 

REVIEW OF LITERATURE: 

Karim Sultan et al.,(2018)1 said that data stored via blockchain is more secure than its centralised server 

counterpart.  Because data is not stored in a single server, there is no single access point in which data is singularly stored 

and easily hackable. Centralization of information has and will continue to leave information exposed to potential hacks. 

 

Ray King (2019)2 specified that each node is an access point which verifies the transaction recorded in the block; over half 

of the nodes would have to be changed to submit a fraudulent transaction. Simultaneously changing over half the nodes 

held on the private devices by different people by the time the transaction would be processed is impossible. Blockchain is 
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secure from third-party manipulators who would intercept a transaction, but if a third party has access to a user’s private 

key, that actor can transact and manipulate a user’s account, much like stealing a password to a bank or another secured 

account. 

 

Mike Orcutt, (2019)3 stressed that if a transaction is done with one person’s private key and is verified by the network, it 

cannot be voided or undone, even if it was done in bad faith. Adrianne Jeffries(2013)This system makes the security of a 

private key of the utmost importance for a blockchain user. SURVEILLANCE SELF-DEF. (May 9, 2018) specified that 

however, private keys are not as easily decoded as a normal password.293 If a hacker wanted private information from an 

account on a blockchain network, he or she would not only need the public key, but also the private key. 

 

Mike Orcutt, (2019)4 pointed out that one of the features that makes blockchain so secure is also what makes it energy 

inefficient. Because of the constant verification between all nodes on a network, or “mining,” blockchain technology uses 

large amounts of energy compared to traditional central server technology. This is called a “proof of work” system and is 

the customary verification process for blockchain applications. 

 

SAWTOOTH,(2016)5 NOR. REFUGEE COUNCIL, SYRIAN REFUGEES (2017) reported that Central government-

sponsored covering or converting legislation in a refugee’s country of exile can address these issues only when the refugee 

has already been granted entrance into that country.123 Without proper documentation, however, refugees will have a 

difficult time proving their identities and central governments will have a harder time balancing national security and the 

global forced-migration epidemic. 

 

Corin Faife(2017)6 The blockchain refers to a formation of grouped transactions that are publicly visible on the distributed 

ledger, which is a record that each member of the network can access. When a transaction is made, it is timestamped and 

recorded in the system. Once a transaction is recorded, it cannot be changed or retracted. Networked transactions are 

stacked together into a “block,” which is then encrypted using a cryptographic hash and distributed to everyone in the 

ledger. 

 

Samer Aburass (2017)7 Refugees need access to valid identification documents.  Without their own government to assist 

them, however, they need a non-centralized identification system which would contain basic information to prove who 

they are and their country of birth or origin. Note, however, that refugees are not the only population lacking identification 

cards. Over one billion people globally lack formal identification documents.  

 

Samer Aburass (2017)8 Nations has addressed this by including universal identification documents for all by 2030 in its 

Sustainable Development Goals. 

 

Justine Humenansky (2019)9 suggested a universal identification system would not be distributed based on rights or from 

a central government, unlike our current system.  Private and public sector organisations have joined to develop 

identification systems via blockchain technology.( Alliance, ID2020). 

 

History of Block chain: 

Blockchain was first introduced in 2008 as the distributed ledger behind bitcoin transactions. 

 

1979-2007: Creation of blockchain and the early years: 

One of these technologies is the Merkle tree, named after computer scientist Ralph Merkle. Merkle described an approach 

to public key distribution and digital signatures called "tree authentication" in his 1979 Ph.D. thesis for Stanford University. 

He eventually patented this idea as a method for providing digital signatures. The Merkle tree provides a data structure for 

verifying individual records. 

 

David Chaum described a vault system for establishing, maintaining and trusting computer systems by mutually suspicious 

groups in his 1982 Ph.D. dissertation for the University of California, Berkeley. This was a system that embodied many of 
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the elements that make up a blockchain. Chaum is also credited with inventing digital cash, and in 1989, he founded the 

DigiCash corporation. 

 

In 1991, Stuart Haber and W. Scott Stornetta published an article about timestamping digital documents. The article 

proposed a solution for preventing users from backdating or forward-dating electronic documents. The goal was to maintain 

complete privacy of the document itself, without requiring record-keeping by a timestamping service. In 1992, Haber and 

Stornetta updated the design to incorporate Merkle trees, which enabled multiple document certificates to live on a single 

block. 

 

The concept of proof-of-work (PoW) was also introduced in this era to verify computational effort and deter cyberattacks. 

This gave way to hashcash, a PoW algorithm that provides denial-of-service counter measures. Adam Back introduced 

hashcash in 1997 to limit email spamming. Then, in 2004, Hal Finney introduced reusable PoW, a mechanism for receiving 

a non-exchangeable -- or non-fungible -- hashcash token in return for an RSA-signed token. The PoW approach plays a 

vital role in bitcoin mining. 

 

2008-2009: Bitcoin and blockchain get their start 

In 2008, Satoshi Nakamoto published a white paper introducing the concepts behind bitcoin and blockchain. Nakamoto is 

thought to be a pseudonym used by the individual -- or group of individuals -- who proposed the technology.  

Blockchain infrastructure would support secure, peer-to-peer transactions without the need for trusted third parties such as 

banks or governments, according to white paper. Nakamoto's true identity remains a mystery, but there has been no shortage 

of theories. 

 

The bitcoin/blockchain architecture introduced in 2008 built on technologies and concepts from the previous three decades. 

Nakamoto's design also introduced the concept of a "chain of blocks." This made it possible to add blocks without requiring 

them to be signed by a trusted third party. In fact, Nakamoto defined an electronic coin as a "chain of digital signatures," 

where each owner transfers the coin to the next owner. According to his white paper, this is done by "digitally signing a 

hash of the previous transaction and the public key of the next owner and adding these to the end of the coin." 

 

In 2019, Walmart launched a supply chain system based on the Hyperledger platform. Amazon announced the general 

availability of its Amazon Managed Blockchain service on AWS. Blockchain research and development took centre stage 

as organisations embraced blockchain technology and decentralised applications for a variety of use cases. 

 

In 2020, Nearly 40% of respondents incorporated blockchain into production, and 55% viewed blockchain as a top strategic 

priority, according to Deloitte's 2020 Global Blockchain Survey. There was a growing interest in combining blockchain 

with AI to optimise business processes. Throughout these five years, there was a growing interest in using blockchain for 

applications other than cyber currency. This trend continues into 2021 as governments and enterprises look to blockchain 

to handle a variety of use cases. This includes voting, real estate, fitness tracking, intellectual rights, the internet of things 

and vaccine distribution. Moreover, multiple cloud providers now offer blockchain as a service, and the demand for 

qualified blockchain developers is greater than ever. 

 

The future of blockchain technology:  

Trying to predict the future of any technology is never easy, and blockchain is no different -- especially since its history is 

so short. However, if blockchain continues on its current path, it affects many industries -- including retail, mining, travel, 

healthcare, education, agriculture and entertainment. The biggest effect might be in financial services, especially with the 

growing movement toward decentralized finance, which uses permissioned blockchains to handle complex financial use 

cases. Governments will also likely continue to embrace blockchain. 

 

 As universities, governments and private corporations continue to research and invest in blockchain, the technology will 

only improve. But they must first address the challenges that blockchain brings -- particularly regarding security, privacy, 
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scalability and interoperability. Blockchain is also not suited to every use case, and businesses must evaluate deploying it 

before investing in the technology and putting it into production. 

 

Future of Blockchain in the Finance Industry is the matter of tracking financial properties, Blockchain technology has kept 

its promise as well as shown consistency. Several financial institutions have invested in this technology after recognizing 

its potential and beneficial impacts because of its transparent ledger system, Blockchain can tackle the flow and dealings 

of black money flow. Governments are considering it as an option to have more efficient regulations over the countries’ 

economies. 

 

Future of Blockchain in Cybersecurity Blockchain majorly lies in the field of Cybersecurity. Although the Blockchain 

ledger is open and distributed, the data is secure and verified. The encryption is done through cryptography to eliminate 

vulnerabilities such as unauthorized data tampering. 

 

Use of Blockchain in Digital Advertising is that Owing to the challenges faced by digital advertising, including bot traffic, 

lack of transparency, domain fraud, inefficient payment models, etc., promoters and publishers have a difficult time due to 

the bad players. Through its transparency and reliability, Blockchain has been found to resolve such issues in the supply 

chain. Advertisement-related transactions can be better dealt with by employing this technology. 

 

The use of blockchain under Supply Chain Management can reduce time delays and human errors and monitor employment, 

costs, and releases at each step of the supply chain. Through traceability, Blockchain can also ensure the fair trade status 

and legitimacy of products. Blockchain has the potential to prevent the loss of revenue from black- or grey-market products 

and avoid reputational damage as well. 

 

The next future of block chain is National Digital Currencies by Governments, Cryptocurrency is considered one of the 

most appreciated properties available in the market. The value of Bitcoin is not defined by the basic concept of demand 

and supply. The demand for Bitcoin will again go up even with the fixed limit of 21 million units of Bitcoin. Due to this 

reason, governments are expected to create their own digital currencies and participate in an open market. This national 

digital currency can also be the future scope of Blockchain technology. 

 

Blockchain Integration into Government Agencies  can further help in the administration of very large quantities of data, 

which can be very useful for government agencies. The implementation of Blockchain will make for an effective data 

management system with the power to drive improvement in the functioning of these agencies. 

 

Result and Discussion: 

 

FIRST CASE STUDY - “Refugees in finland and blockchain” 

There are so many countries that implement Block chain for various reasons. But Finland has used this one to help the 

refugees who are staying in Finland. There are millions of people who seek to take asylum in other countries like People 

from war-stricken Syria who try to seek asylum in Greece, people from Venezuela , which is suffering from hyperinflation. 

Usually refugees don't get the loans because the bank has no record of their past behaviours. Hence it is impossible for a 

refugee to thrive in a new country. 

 

This case study proves to be the best demonstration of our first objective which is to identify the country which supports 

block chain. The refugees in Finland are happier than most citizens of other countries. This is because Finland uses an 

application of blockchain called Small Contracts, to help with the refugees’ settlement. In place of using traditional hand 

out cash disbursements, the Finnish Immigration Service partnered with MONI, a local startup. They came up with prepaid 

Mastercards for refugees who do not have bank accounts. 

 

Refugees' proof of identity takes weeks, sometimes even months to be processed. They have to start from zero in a totally 

new country so the government provides them subsidies just so that they can survive in the country. But some of them don't 
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get their identity at all, some misuse government provisions by misusing their identity . Sometimes the identity of the 

refugees are even purposefully destroyed so that they can be forced in to prostitution, child labour and other horrific things. 

 

Moni services has enabled the asylum seekers to have an identity and has also enabled them to contribute to the economy 

as soon as possible.  The various subsidies are updated in the Mastercard facilitating the easy use of the card for getting 

subsidies in provisions, gas and various other commodities. This tracks the refugees’ growth thereby allowing the 

revocation of the subsidy when the particular person has started making money and no longer needs a subsidy hence by-

forth it supports our second objective which is to see how it influences the user to be a part of a block chain.  

In India, refugees are not supported like this, they are treated as bond servants and not having contractual capacity, 

Treatment of refugees has been inconsistent, ad hoc, and ambiguous. Many Indian laws are not applicable to them like 

Finland,  countries like India adopted the Block chain concepts to their refugees they also happy and live a happy life like 

other citizens. 

 

The master card is linked to the unique digital identity stored on a blockchain which is also in sync with the Finnish 

Immigration Services. These accounts are accessible by smartphones and  receive special government benefits and salary 

disbursements. Thus helping in bringing all the asylum seekers into the banking system. This feature has facilitated the 

reduction of the cybercrimes due to generation of unique digital codes, which  happens to be our third objective. 

 

This system has a wonderful feature called the CIRCLE OF TRUST , which records all the lending and borrowing of 

money with their friends, done through Mastercard. This helps in building up the Credit Score of the particular person. So, 

if he/she consistently pays back all the loans that he/she has taken from his friends, his/her credit score will go up , at the 

same time if he is not consistent in paying back his credit score will go down. This feature gets them in a position wherein 

they can borrow money from the financial institutions. So in the next few years the refugees of Finland become capable of 

taking loans from banks and starting their own businesses , which in turn make them capable enough to become major 

contributors to the economy. Thereforth, Block chain plays the major role in the inclusion of banking industry in the 

struggle to overcome the refugee issue, thus contributing to our fourth objective. 

 

SECOND CASE STUDY - “Andhra Pradesh-Land ownership ledger system” 

According to a McKinsey Global Institute report on  distortion  of Indian Land markets, 1.3 percent of lost GDP growth 

every year. To deal with such a crisis, the state government wanted to use the technology in managing land records first. 

Putting India’s land records on blockchain would help in reducing fraud, increase efficiency and in return boost economic 

growth. Andhra Pradesh the first state in the country of India to introduce pilot projects for the departments of civil supplies 

and land records in order to protect data of subsidies and land ownership from cyber attacks. This proves to be the best 

example of our first objective which is to identify the country which supports block chain. The technology is used in the 

transport department to streamline titles of the vehicles. In collaboration with a Sweden-based startup Chroma-Way, AP 

government has developed a ledger system tracking digital information that will allow people to collatarize property. 

 

Land ownership system is grappling with fraudsters and people often fear being duped with fake land certificates. The 

disputes over titles often end up in courts. Thus ,the state as taken an initiative to help the people by using the block chain. 

Hence by-forth it supports our second objective which is to see how it influences the user to be a part of a block chain. This 

mechanism will lessen the administrative hassle of registration and title transfer. Once the data on lands or real estate 

transactions are on blockchain all the parties  involved can track the deal. 

 

The technology works by creating public ledgers of all the transactions, replacing a mass of overlapping records with a 

simple database. The state government has so far secured more than 1,00,000 land records through Zebi Data which will 

authenticate the credentials of users, allow them to access the records and give them a certificate and no one can tamper 

with the database. The buyers, too, can access relevant information on registering with their credentials. This has facilitated 

to reduce the cybercrime in land record system which  happens to be our third objective. 

 

A blockchain-based digital government can protect data, streamline processes, and reduce fraud, waste, and abuse while 

simultaneously increasing trust and accountability. On a blockchain-based government model, individuals, businesses, and 

https://in.reuters.com/article/india-landrights-tech/indian-states-look-to-digitise-land-deals-with-blockchain-idINKBN1AR0PA
https://in.reuters.com/article/india-landrights-tech/indian-states-look-to-digitise-land-deals-with-blockchain-idINKBN1AR0PA
https://analyticsindiamag.com/block-chain-technology-trends-security-adoption-india/
https://www.thehindubusinessline.com/info-tech/in-ap-capital-blockchain-technology-secures-land-records/article10020465.ece
https://media.consensys.net/building-blockchain-for-government-why-governments-need-blockchain-9691d1e21e3d
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governments share resources over a distributed ledger secured using cryptography. This structure eliminates a single point 

of failure and inherently protects sensitive citizen and government data. 

 

THIRD CASE STUDY - “Andhra Pradesh-cryptology and security” 

India was affected by ransomware attack WannaCry last year after the key markets within the country took huge hits. AP 

is spearheading the revolution by embracing the technology. The state’s adoption of blockchain technology will help in 

securing the government data. To secure the data from ransomware or cyber attacks, the state established  a research and 

development centre for cryptocurrency in association with RC Bose Centre for Cryptology and Security at the Indian 

Statistical Institute. The State also plans to build the largest repository of blockchain use cases in transport, finance and 

digital security. This proves to be the one of the  example of our first objective which is to identify the country and the state 

which supports block chain. 

 

The state as taken an initiative to help the people by using the block chain as the state is training police forces on blockchain 

technology through workshops to prevent cybercrime. It has developed specialised centres of excellence in collaboration 

with Thomson Reuters, Broadridge for reducing cyber attacks and to support  the technology and implementation of  pilot 

projects to ramp up e-governance transparency in Andhra Pradesh. This consummate the second objective of the study. 

Blockchain would make a huge difference in fostering secure transactions. The blockchain is the only trust protocol that 

guarantees the safety of all digital and financial assets. The main characteristic of the technology is the data cannot be 

modified after it is created as a result it can prevent and detect any form of tampering. This has facilitated to reduce the 

cybercrime, which  happens to be our third objective. 

 

FOURTH CASE STUDY – “Air Asia and its blockchain technology” 

The global health crisis has had the dual effect of decimating two interlinked industries, both air travel, and global supply 

chain routes. During the pandemic, Restrictions imposed by governments left airlines, AirAsia inclusive, with no alternative 

but to temporarily suspend the flights . Faced with a bleak outlook for its passenger business, In a bold move ,renowned 

budget airline  AIRASIA operating in India and Malaysia , deliberately launched Freight Chain during the period of 

uncertainty within global supply chains. Grounded for passenger flights, 287 AirAsia aircraft were repurposed to transport 

air cargo using Freight Chain. Freightchain leverages AirAsia’s wide network in Southeast Asia, which covers over 87 

cities, and has the capacity to carry over 1 billion parcels annually on over 287 AirAsia aircraft. This signifies our first 

objective which is to identify the country which supports block chain. 

 

Freightchain provides freight forwarders the agility to leverage AirAsia’s 287 aircraft to transport air freight, greatly 

simplifying the booking and itinerary-confirmation process. At a time of interrupted supply chains worldwide, the shipper 

can instead rely on Freight Chain to uncover all available cargo network connections operated by airlines and then facilitate 

bookings in real-time via bids that are verified instantly on the blockchain. The airlines can ‘interline’ with other carriers 

to expand their cargo network. The idea is to make the air cargo booking experience no longer exclusive to selected key 

agents and forwarders, but open to all, and should be as simple and fast as booking a flight ticket. Teleport’s platform 

serves as a marketplace to offer open access to shippers and freight forwarders that suit the customer’s budget and shipping 

requirements, equipped with the booking and payment process to create an end-to-end self-service platform. The 

automation and self-service platform will improve the operational efficiency as well as save cost for the customers as well 

as the airlines. Hence by-forth it supports our second objective which is to see how it influences the user to be a part of a 

block chain that facilitates. 

 

The challenge is that the traditional interlining contract process is very complex and slow. Also, the contract terms and 

execution lack the agility and speed to adjust with the market conditions.  

 

Freight Chain was conceived to solve this problem. By leveraging  blockchain technology’s noted traceability and 

accountability capabilities, Freightchain is reinventing the way air cargo is booked. This has also facilitated in the reduction 

of cybercrime, which  happens to be our third objective. 

 

https://analyticsindiamag.com/startup-week-block-armour-facilitating-cybersecurity-blockchain-technology/
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AirAsia has also revealed its plan to create its own cryptocurrency, BigCoin, which passengers will be able to use to pay 

for tickets and in-flight services. Their usual flyer points will be transformed into BigCoin, and the new prices will soon 

be revealed in this new cryptocurrency on the company’s website. Of course, alongside the prices in BigCoin, passengers 

will be able to find the prices in other usual currencies as well. That is “world’s first blockchain-based airline loyalty digital 

wallet”, developed with KPMG and Microsoft. Their plan includes developing an app by August 2018, which will allow 

their customers to use a digital wallet from which they will be able to make in-flight purchases and improve their flight 

experience even more. 

 

FIFTH CASE STUDY – “Block chain and Indian banks: IBBIC - A move that could be a boon for MSMEs” 

This case study is the epitome of our fourth objective which is to discern the way  the  banking sector embraces the block 

chain technology. Indian Banks' Blockchain Infrastructure Company Private Limited (IBBIC) is a coalition of 15 banks, 

including ICICI Bank, HDFC Bank, RBL Bank, SBI and Canara Bank. Out of the 15 banks, eleven are privately held by 

investors while four are public sector units.  The private banks include HDFC Bank, ICICI Bank, Kotak Mahindra Bank, 

Axis Bank, IndusInd Bank, Yes Bank, RBL Bank, IDFC Bank, South Indian Bank, and Federal Bank. And, the public 

sector units encompass Bank of Baroda, SBI, Canara Bank, and Indian Bank. American lender Standard Chartered is the 

only international player in the consortium. The system will be based on Infosys’ Finacle Connect, a blockchain-based 

platform that enables digitisation and automation of trade-related finance processes. 

 

The move is expected to eliminate paperwork, reduce transaction processing time, and offer a secure environment. 

Moreover, it could be a boon for medium and small-scale enterprises (MSMEs).Basic invoice can be turned into a token, 

which can then be used to settle payments, overheads, and other adjustments. LCs are letters from a bank that guarantee 

that a buyer will pay the seller on time, and for the correct amount.  Using blockchain to issue LCs would potentially solve 

these issues. Even elemental    fraud like the issuance of two LCs on a single invoice can be easily prevented with the help 

of this blockchain technology. 

The technology is purely based on the concept of tokenization. This helps turn sensitive data into nonsensitive data that 

can be leveraged by multiple parties in a series. It also helps preserve the authenticity of data and indirectly enables 

digitisation. 

Through all of its transactions, assets, liabilities, and more, tokenization would make approvals quick, disbursements and 

settlements would be instantaneous, and the chances of fraud are minimised. Thus this case study dwells on the fact that 

the banking sector is more keen in minimising the cyber crimes which satisfies our third objective. 

Domestic LCs are just the tip of the iceberg. The industry has been exploring more complex use-cases such as collateralized 

loan disbursal, deeper credit rating, and even transaction traceability. Tokenization of assets like stocks, bonds, registration 

certificates, and more can make them instantly available as collateral, making deals far safer for lenders. 

 

Thus the banking industry of India are into creating  a new company that will leverage the power of blockchain technology 

to speed up the processing of Letters of Credit (LCs).Currently, the process of issuing an LC is relatively slow and requires 

human intervention to prevent frauds, authenticate transactions, and balance the ledger which are the banks has planned to 

digitise and automate using blockchain technology, thus making it more secure and accurate. 

Conclusion: 

Blockchains have received much interest worldwide. Blockchain usage in different areas including cryptocurrency, 

healthcare, advertising, insurance, copyright protection, energy, and societal applications have been promising across 

various countries. We have taken the case studies from different domains to show the diversity in the application of block 

chain. The objective of our study remained diversified in nature to reflect the implementation of blockchain in various 

aspects of each case study. 

 

Thus, our study indicates that blockchain research is expanding rapidly with a distinct evolution pattern among the different 

layers and concepts of blockchain implementation.  With potential application ranging from wider banking and business 

to voting and international trade, defence, blockchain could redefine many aspects of our life. Further research suggestions 
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would include the economic implications and impact of such non-Bitcoin blockchain applications. Moreover, the 

discussion will motivate blockchain applications in more domains. 
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