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Abstract 

The escalating frequency and sophistication of healthcare data breaches pose significant challenges 

to public health institutions, extending beyond immediate financial and regulatory penalties to erode 

patient trust and organizational reputation. Traditional incident response frameworks, primarily 

focused on legal compliance and financial mitigation, often fall short in addressing the profound 

socio-emotional harms experienced by affected individuals. This paper develops a comprehensive 

conceptual framework to analyze healthcare data breach response, specifically exploring the potential 

of integrating restorative justice (RJ) principles as a more holistic and patient-centered approach. 

Drawing upon interdisciplinary literature in cybersecurity, crisis management, organizational 

behavior, and restorative justice, this study proposes an Antecedent-Decision-Outcome (ADO) model. 

Through systematic analysis, the framework identifies critical organizational and environmental 

antecedents that shape an institution's capacity and propensity for various response strategies. It 

categorizes decision pathways into both conventional approaches, such as traditional litigation and 

regulatory compliance, and alternative restorative approaches, including victim-offender dialogue, 

restorative conferencing, and internal reparative practices. Table 1 meticulously details these 

interrelationships, illustrating how specific decisions, influenced by identified antecedents, lead to 

distinct economic, legal, and social outcomes, encompassing direct and indirect costs, patient trust 

levels, organizational learning, and victim satisfaction. The analysis reveals that while traditional 

responses often perpetuate adversarial dynamics and neglect holistic harm, restorative justice offers a 

viable pathway for comprehensive repair, fostering accountability, healing, and strengthened 

stakeholder relationships. 

This framework offers a structured lens for public health institutions to proactively navigate the 

complexities of data breach crises, advocating for a paradigm shift towards more ethical, transparent, 

and restorative incident response. It provides invaluable theoretical and practical insights for policy 

development, incident response planning, and cultivating a culture of trust and resilience within the 

digital healthcare ecosystem. 

 

Keywords: Healthcare Data Breach Economics, Restorative Justice, Cost Benefit Analysis, Incident 

Response, Cybersecurity Policy, Patient Trust, Organizational Learning, Crisis Management, Data 

Security, Public Health, Accountability. 

 

1. Introduction 

The relentless march of digital transformation has profoundly reshaped the landscape of public health, 

yielding unprecedented opportunities for data-driven insights, enhanced patient care, and streamlined 

operations (Accutive Security, 2024). However, this digital dependency also casts a long shadow: the 

escalating threat of data breaches. Public health institutions, custodians of vast and uniquely sensitive 

patient information, have become prime targets for sophisticated cyber-attacks, making them the most 

impacted sector globally in terms of data breach costs (IBM, 2024).  The repercussions of such 

breaches extend far beyond immediate financial losses, encompassing profound erosion of public 
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trust, severe operational disruptions, long-term reputational damage, and even direct impacts on 

patient care quality and safety (Hornetsecurity, 2024; Elliott Davis, 2025). 

Historically, the dominant response to data breaches, particularly in public health institutions, has 

been rooted in traditional punitive justice paradigms. These responses typically involve regulatory 

fines imposed by bodies such as the Office for Civil Rights (OCR) under HIPAA, civil litigation from 

affected individuals seeking damages, and, in severe cases, criminal prosecution of those found 

responsible (The HIPAA Journal, 2025). Such approaches are predicated on principles of deterrence, 

retribution, and the imposition of sanctions, aiming to punish misconduct and prevent future 

infractions through fear of consequence. While these measures offer a sense of accountability and 

justice in the conventional sense, their economic efficiency and their ability to holistically address the 

multifaceted harms of data breaches are increasingly being questioned (Number Analytics, 2025). 

Punitive systems can be incredibly costly, protracted, and often fail to mend the fractured relationships 

between institutions and their constituents, or to foster genuine organizational learning that prevents 

recurrence. 

Against this backdrop, restorative justice (RJ) emerges as a compelling, yet underexplored, alternative 

for addressing harm within organizational contexts. Originating primarily in criminal justice as a 

framework for repairing harm caused by crime, RJ fundamentally shifts the focus from "what laws 

were broken?" to "who has been harmed, and what are their needs?" and "whose obligations are 

these?" (Zehr, 2002). Its core tenets—repairing harm, fostering accountability, engaging stakeholders, 

and promoting community healing—offer a fundamentally different lens through which to view and 

respond to incidents of harm. While its application in corporate malfeasance and regulatory non-

compliance is nascent, the principles of RJ align remarkably well with the complex, relational harms 

inherent in healthcare data breaches. 

This narrative review paper seeks to bridge the conceptual gap between restorative justice and public 

economics. Specifically, it aims to conduct a comparative cost-benefit analysis of restorative justice 

mechanisms (such as mediation and victim-offender dialogue) versus traditional punitive systems in 

addressing data breaches within public health institutions. By synthesizing interdisciplinary 

scholarship from public economics, law, healthcare management, and restorative justice, this paper 

will provide a comprehensive understanding of the financial and social costs and benefits associated 

with each approach. The theoretical angle underpinning this analysis combines economic efficiency 

theories, which emphasize the optimal allocation of resources to maximize societal welfare, with the 

relational and reparative principles of restorative justice. This integration will allow for a nuanced 

evaluation of how different justice mechanisms impact various economic indicators, rebuild trust, and 

contribute to the overall resilience and well-being of the public healthcare ecosystem. This exploration 

posits restorative justice not merely as a moral imperative but as a pragmatic, economically astute 

policy tool. 

 

2. Literature Review 

The economic and social landscape of healthcare data breaches is complex, with substantial financial 

implications and far-reaching impacts on trust and operational integrity. This section provides a 

comprehensive review of the scholarly literature, structured to illuminate the economic costs of data 

breaches, the characteristics and limitations of traditional punitive responses, and the emerging 

evidence supporting the economic benefits of restorative justice. 

 

2.1. The Escalating Economic Burden of Healthcare Data Breaches 

Healthcare institutions are uniquely vulnerable to data breaches due to the immense volume and 

sensitivity of the protected health information (PHI) they manage (Coalfire, 2024). The economic 

costs associated with these breaches are consistently the highest across all industries. IBM's (2024) 

annual "Cost of a Data Breach Report" highlights that the healthcare industry has held the highest 



European Economic Letters  
ISSN 2323-5233        
Vol 15, Issue 2 (2025)    
http://eelet.org.uk    
 

3722  

average breach cost for 14 consecutive years, reaching an unprecedented $10.93 million per incident 

in 2024. These costs are multifaceted, extending beyond immediate financial outlays to encompass 

long-term ripple effects: 

 

• Direct Costs: 

o Forensic Investigation and Remediation: These are the initial, immediate expenses incurred to 

identify the breach's scope, contain the intrusion, eradicate malware, and restore compromised 

systems (Coalfire, 2024). These often involve engaging specialized cybersecurity firms. 

o Regulatory Fines and Penalties: Public health institutions operate under strict regulatory 

frameworks, such as the Health Insurance Portability and Accountability Act (HIPAA) in the United 

States and the General Data Protection Regulation (GDPR) in Europe. Non-compliance leads to 

significant financial penalties. HIPAA fines can range from hundreds to millions of dollars per 

violation, while GDPR allows for fines of up to €20 million or 4% of a company's global annual 

turnover, whichever is higher (Accutive Security, 2024; The HIPAA Journal, 2025). The cost of non-

compliance far exceeds the cost of compliance (Indusface, 2025). 

o Legal Fees and Litigation Expenses: Data breaches frequently result in civil lawsuits from affected 

patients, class-action lawsuits, and legal actions from regulatory bodies (Elliott Davis, 2025). These 

litigation costs are substantial, often stretching over several years, encompassing attorney fees, court 

costs, and potential settlement payouts (Elliott Davis, 2025). 

o Breach Notification Costs: Regulations mandate timely notification to affected individuals, often 

requiring extensive communication campaigns, including mailings, call centers, and website updates, 

incurring significant administrative and logistical expenses. 

o Identity Theft Protection Services: Offering credit monitoring, identity theft protection, or other 

compensatory services to affected individuals is a common, and costly, component of post-breach 

response. 

 

• Indirect Costs: 

o Reputational Damage and Loss of Patient Trust: Perhaps the most insidious and long-lasting cost, 

reputational damage directly impacts patient enrollment, referrals, and overall market share 

(Hornetsecurity, 2024). A study following the SingHealth data breach in Singapore found over 60% 

of affected customers lost trust in the provider, leading to a 3% drop in share price and a 5-10% dip 

in brand value (Hornetsecurity, 2024). The economic value of patient trust, while difficult to quantify, 

is paramount for the sustainability of public health services (Number Analytics, 2025). 

o Operational Downtime and Productivity Loss: Cybersecurity incidents, particularly ransomware 

attacks, can cripple healthcare operations, halting patient care, delaying billing, and disrupting 

administrative functions (Elliott Davis, 2025). This leads to lost revenue, decreased productivity, and 

increased manual workaround costs. The Change Healthcare breach in 2024, for instance, cost 

UnitedHealth Group $872 million in the first quarter alone (Hornetsecurity, 2024). 

o Increased Cyber Insurance Premiums: Following a breach, healthcare organizations typically 

face significantly higher cyber insurance premiums, adding to their ongoing operational costs 

(Hornetsecurity, 2024). 

o Employee Morale and Turnover: Breaches can severely impact staff morale, leading to increased 

stress, burnout, and higher employee turnover rates, which in turn incur recruitment and training costs. 

o Compliance Burden: The ongoing need for enhanced compliance measures, audits, and reporting 

requirements post-breach adds to the administrative and financial burden. 

The Ponemon Institute's research consistently highlights that the total cost of a data breach, including 

indirect costs, significantly exceeds direct expenditures (Ponemon Institute, 2020, as cited in 

ResearchGate, 2022). The high street value of patient data on the dark web, commanding significantly 
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more than credit card numbers, makes healthcare an enduringly attractive target for cybercriminals, 

further escalating the financial risk (Coalfire, 2024; Hornetsecurity, 2024). 

 

2.2. Traditional Punitive Systems: Limitations and Economic Disadvantages 

Traditional justice systems, encompassing criminal and civil litigation and administrative sanctions, 

are primarily geared towards retribution and deterrence. Their application in healthcare data breaches 

manifests through legal actions against responsible individuals, class-action lawsuits against 

institutions, and regulatory fines for non-compliance. While ostensibly holding entities accountable, 

these systems carry inherent economic and social limitations: 

• High and Unpredictable Costs: The adversarial nature of litigation is inherently expensive 

(Number Analytics, 2025). Legal fees, expert witness costs, court expenses, and potential settlement 

or judgment payouts constitute a substantial and often unpredictable financial drain for both plaintiffs 

and defendants (Elliott Davis, 2025). Comparatively, the cost of traditional justice processes, such as 

juvenile justice, has been shown to be several times higher than restorative alternatives (Kentucky 

Legislature, 2020). 

• Adversarial and Divisive: Punitive approaches foster an adversarial dynamic, often intensifying 

conflict rather than resolving it (JAMS Mediation, 2025). This can further damage relationships 

between affected patients, the public health institution, and even internal stakeholders, hindering 

collaborative problem-solving and trust-building (Number Analytics, 2025). 

• Limited Scope of Harm Repair: Traditional systems often narrowly define "harm" in purely 

financial terms, focusing on monetary compensation or punishment (Number Analytics, 2025). They 

frequently fail to address the profound emotional, psychological, and relational harms experienced by 

victims, or to facilitate genuine apologies and systemic changes that could prevent future harm 

(Braithwaite, 1989). 

• Impediments to Organizational Learning: A punitive culture can stifle open communication and 

honest internal assessments. Employees may be less likely to report errors or security vulnerabilities 

if they fear severe personal or organizational repercussions, thereby preventing institutions from 

identifying root causes and implementing effective preventative measures (MATEC Web of 

Conferences, 2019). This undermines the very goal of long-term security. 

• Focus on Blame Over Systemic Issues: Punitive systems tend to focus on individual culpability 

rather than underlying systemic weaknesses or organizational culture that contributed to the breach. 

This can lead to superficial fixes rather than deep-seated, sustainable improvements in data security 

practices. 

In essence, while traditional punitive measures aim to provide accountability and deter future offenses, 

their economic efficiency is often compromised by high administrative costs, prolonged disputes, and 

a limited capacity to foster genuine healing, trust, and proactive organizational change. 

 

2.3. Restorative Justice: Principles and Economic Promise 

Restorative Justice (RJ) represents a paradigm shift from a retributive to a reparative model of justice. 

Its foundational principles, articulated by scholars like Howard Zehr (2002) and John Braithwaite 

(1989), emphasize: 

• Repairing Harm: The primary objective is to make things right for those who have been harmed. 

This involves identifying the specific harms, understanding their impact, and collectively determining 

how to best address them (Zehr, 2002). 

• Active Involvement of Stakeholders: RJ processes actively engage those directly affected—

victims, offenders (or those responsible for the incident), and community members (or organizational 

representatives)—in direct or indirect dialogue to collaboratively decide how to repair the harm and 

prevent recurrence (Braithwaite, 1989; OVC, 2005). 
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• Holistic Accountability: Accountability in RJ is not merely about punishment but about 

understanding the impact of one's actions and taking responsibility for making amends. This can 

involve apologies, restitution, and commitments to behavioral or systemic change (Sharpe, 2004, as 

cited in MATEC Web of Conferences, 2019). 

• Voluntary Participation: The engagement of all parties in restorative processes is voluntary, 

fostering a sense of ownership and commitment to the agreed-upon outcomes. 

While traditionally applied in criminal justice contexts, restorative principles are increasingly being 

adapted for organizational and regulatory settings (Nitso Technologies, 2024). The economic benefits 

associated with RJ, though still an emerging area of research, are becoming increasingly apparent: 

 

• Significant Cost Savings: 

o Reduced Litigation and Administrative Costs: Restorative processes, such as mediation and 

facilitated dialogues, are inherently less adversarial and generally less expensive than protracted 

litigation or complex administrative investigations (Mediation Institute, 2021). For example, a study 

in Kentucky found restorative justice to be one-third the cost of the traditional juvenile justice system 

per case (Kentucky Legislature, 2020). The NHS Mersey Care Trust's implementation of a "Just and 

Learning Culture" (a restorative approach) led to substantial savings of £4 million per year in salary 

costs and £1 million in saved legal and termination expenses, attributable to a reduction in suspensions 

and dismissals (MATEC Web of Conferences, 2019). 

o Lower Recidivism (of incidents) and Enhanced Compliance: By focusing on root causes and 

fostering genuine accountability and learning, restorative practices can lead to more effective 

preventative measures. In an organizational context, this translates to a reduced likelihood of repeat 

data breaches or compliance failures, thereby avoiding future associated costs (Nitso Technologies, 

2024). This aligns with the concept of "preventative justice" and its long-term economic dividends 

(Minnesota Libraries Publishing Project, 2024). 

• Restoration of Trust and Reputation: RJ offers a direct pathway for public health institutions to 

acknowledge harm, apologize sincerely, and demonstrate a commitment to repair. This proactive 

engagement is crucial for rebuilding patient trust, which is a vital, yet intangible, asset. Rebuilding 

trust can mitigate patient attrition and reputational damage, which are significant indirect costs of 

breaches (Hornetsecurity, 2024). The economic benefits of empathy in dispute resolution contribute 

to this (JAMS Mediation, 2025). 

• Improved Organizational Learning and Culture: Restorative approaches encourage a shift from 

a "blame and punish" culture to a "learn and improve" culture. By fostering open dialogue and 

psychological safety, organizations can more effectively identify systemic vulnerabilities, implement 

robust security improvements, and promote a collective responsibility for data protection (MATEC 

Web of Conferences, 2019). This leads to a more resilient and secure digital environment. 

• Increased Stakeholder Satisfaction: Victims in restorative processes often report higher 

satisfaction with outcomes compared to traditional justice methods, as their needs are directly 

addressed (Number Analytics, 2025). This can reduce the likelihood of further legal action and foster 

a more positive relationship between the institution and its community. 

• Enhanced Employee Engagement and Retention: When institutions adopt a restorative approach 

to internal incidents, it can improve employee morale, foster a sense of fairness, and encourage greater 

accountability and proactive problem-solving, leading to better retention rates and reduced costs 

associated with high turnover. 

 

2.4. Economic Efficiency Through a Restorative Lens 

The synthesis of this literature suggests that restorative justice, viewed through an economic lens, 

moves beyond merely calculating direct costs and benefits. It incorporates the "social costs" of harm 

and the "social benefits" of repair (Number Analytics, 2025). By focusing on repairing relationships, 
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fostering trust, and promoting systemic learning, RJ internalizes externalities that punitive systems 

often fail to address. While punitive fines are a transfer payment, the costs of breach response, 

litigation, and lost business represent real resource consumption. Restorative justice, by minimizing 

these, represents a more efficient allocation of resources for society at large. 

The shift from a solely punitive approach to an integrated restorative framework represents a potential 

optimization of resources. It prioritizes long-term systemic health and trust over short-term punitive 

retribution, ultimately leading to greater economic efficiency and sustained public value for healthcare 

institutions. 

 

Table 1: Antecedents, Decisions, and Outcomes in Healthcare Data Breach Response 
Antecedents (Conditions 

Predisposing Response) 

Decisions (Strategic Choices of 

Response) 

Outcomes (Economic & Social 

Consequences) 

1. Severity of Data Breach: The 

scale, sensitivity of data 

compromised (e.g., PHI), and 

extent of patient impact (e.g., 

identity theft). (Ponemon Institute, 

2023; Kroll, 2024) 

1. Traditional Litigation 

(Defense/Prosecution): Institution 

defends aggressively against 

lawsuits, or authorities pursue 

charges. (Solove, 2013; Class 

Action Fairness Act, 2005) 

1. Direct Costs Incurred: Total 

expenditure on legal fees, fines, 

forensic investigation, and 

breach notification. 

(IBM/Ponemon Institute, 2023; 

NetDiligence, 2022) 

2. Organizational Culture: 

Presence of a blame culture vs. a 

learning culture. (Schein, 2010; 

Ifinedo, 2012) 

2. Regulatory Compliance & Fine 

Payment: Institution focuses 

solely on meeting regulatory 

obligations and paying fines. 

(HIPAA Enforcement Action 

Reports, HHS OCR; Cichon & 

Gabel, 2020) 

2. Indirect Costs Incurred: 

Extent of reputational damage, 

patient attrition, operational 

disruption, and increased 

insurance premiums. (Coombs, 

2007; PwC, 2021) 

3. Availability of Restorative 

Resources: Existence and 

accessibility of trained mediators 

and facilitators. (Zehr, 2015; 

Umbreit, 2001) 

3.Victim-Offender 

Dialogue/Mediation: Direct 

facilitated interaction between 

affected patients and institutional 

representatives. (Zehr, 2015; 

Umbreit, 2001) 

3. Employee Morale & 

Turnover: Impact on internal 

staff satisfaction, 

accountability, and retention. 

(Trevino & Nelson, 2016; 

Mitnick, 2002) 

4. Leadership Buy-in: The 

commitment of senior 

management and legal counsel to 

exploring alternative justice 

mechanisms. (Bass & Avolio, 

1994; Ponemon Institute Reports) 

4. The Restorative 

Conferencing/Circles: Broader 

engagement involving multiple 

stakeholders (patients, staff, 

management, community). 

(Braithwaite, 1989; Bazemore & 

Walgrave, 1999) 

4. Litigation Duration & 

Intensity: Length of legal 

battles and associated resource 

drain. (Judicial Conference of 

the U.S., 2023; Hensler, 2009) 

5. Victim Advocacy & Demands: 

The collective voice and specific 

needs expressed by affected 

patients or advocacy groups. 

(Roberts & Lewis, 2006; Patient 

Privacy Rights) 

5. Internal Restorative Practices: 

Implementation of internal 

dialogue and learning processes 

for employees involved. (Wachtel, 

2016; Van Ness & Strong, 2010) 

5. Victim Satisfaction & Sense 

of Justice: The extent to which 

victims feel heard, respected, 

and believe justice has been 

served. (Umbreit, 2001; 

Sherman & Strang, 2007) 

6. Internal Whistleblower 

Protection: Policies and culture 

regarding the protection of internal 

employees who report 

vulnerabilities. (Trevino & 

Nelson, 2016; U.S. Whistleblower 

Protection Act, 1989) 

6. Integration of RJ into Policy: 

Formal adoption of restorative 

justice principles into the 

institution's incident response 

policy. (Braithwaite, 2002; 

McCold & Wachtel, 2003) 

6. Societal Welfare: Overall 

impact on public health system 

integrity, trust in digital 

healthcare, and efficient use of 

public resources. (Anderson, 

2001; Acquisti et al., 2016) 
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3. Research Objectives 

Building upon the comprehensive literature review, this narrative paper is guided by the following 

specific research objectives: 

1. To systematically identify and categorize the direct and indirect economic costs associated 

with data breaches in public health institutions under traditional punitive response 

mechanisms. This objective aims to quantify the financial burden of current approaches as reported 

in economic and cybersecurity literature. 

2. To explore the core principles and practical mechanisms of restorative justice that are 

applicable to addressing organizational harm, specifically in the context of healthcare data 

breaches. This involves adapting RJ concepts from traditional criminal justice to complex 

institutional settings. 

3. To synthesize existing empirical and theoretical evidence on the economic benefits, cost 

savings, and non-monetary value associated with the application of restorative justice practices 

in various organizational and justice settings. This objective seeks to build a compelling economic 

case for RJ. 

4. To develop an Antecedents, Decisions, and Outcomes (ADO) framework for analyzing the 

strategic choice between punitive and restorative responses to healthcare data breaches. This 

framework will serve as an analytical tool to map the causal pathways and consequences of different 

response strategies. 

5. To conduct a conceptual cost-benefit analysis, integrating insights from economic efficiency 

theories and restorative justice principles, to compare the overall economic efficiency of 

restorative justice mechanisms with traditional punitive systems in addressing healthcare data 

breaches. This forms the core comparative analysis of the paper. 

6. To formulate practical implications for public health policy and institutional management, 

and to propose a robust agenda for future research directions regarding the integration of 

restorative justice as an economic policy tool in healthcare data security and incident response. 

This objective aims to provide actionable insights and spur further inquiry. 

 

4. Research Methodology and Data Analysis 

This paper adopts a narrative review methodology to develop a comprehensive conceptual 

framework for understanding healthcare data breach response, with a particular focus on integrating 

restorative justice principles. Unlike empirical studies that collect and analyze primary data, this 

research synthesizes knowledge from diverse academic disciplines to build a theoretical model. 

The research process involved: 

1. Interdisciplinary Literature Review: Extensive literature was reviewed across key domains, 

including cybersecurity and information security management, healthcare administration and policy, 

crisis communication, organizational behavior, and the theory and practice of restorative justice. The 

aim was to identify foundational concepts, established theories, and relevant empirical findings 

pertinent to data breaches, organizational response, and harm resolution. 

2. Conceptual Framework Development: Insights gleaned from the literature review were 

systematically categorized and integrated to construct the Antecedent-Decision-Outcome (ADO) 

model. This involved identifying: 

o Antecedents: Key organizational, environmental, and breach-specific factors influencing response 

strategies. 

o Decisions: Diverse strategic choices public health institutions make in response to breaches, 

encompassing both traditional and restorative approaches. 

o Outcomes: The multifaceted economic, legal, and social consequences resulting from these 

decisions. 
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3. Conceptual Analysis and Synthesis: The "data" for this study consisted of concepts, theories, and 

relationships identified in the extant literature. The "analysis" involved a process of qualitative 

synthesis, conceptual mapping, and iterative refinement. This enabled the identification of recurring 

patterns, gaps in traditional responses, and the potential pathways through which restorative justice 

could offer more holistic outcomes. The relationships between antecedents, decisions, and outcomes 

were conceptually linked and visually represented (e.g., as in Table 1), demonstrating the proposed 

dynamics of an integrated breach response framework. 

This methodological approach ensures a robust theoretical contribution by integrating previously 

disparate bodies of knowledge into a coherent and actionable framework for research and practice in 

healthcare data breach management. 

 

5. Findings 

The in-depth review of scholarly literature strongly suggests that while traditional punitive responses 

to healthcare data breaches offer a straightforward, though often costly, form of accountability, 

restorative justice mechanisms hold significant, often underestimated, potential for greater economic 

efficiency and holistic benefit. The findings are organized into a comparative analysis of economic 

costs and benefits, followed by the developed Antecedents, Decisions, and Outcomes (ADO) 

framework. 

 

5.1. Economic Inefficiency of Traditional Punitive Systems: A Detailed Examination 

The economic burden associated with conventional punitive approaches to healthcare data breaches 

is substantial and multi-layered, extending beyond mere fines to encompass systemic inefficiencies 

and long-term damages. 

• Exorbitant Direct Financial Costs: 

o Regulatory Fines: Public health institutions face severe financial penalties under regulations like 

HIPAA and GDPR. IBM's 2024 report indicates that healthcare continues to bear the highest average 

breach costs, reaching $10.93 million per incident, with a significant portion attributed to regulatory 

penalties (IBM, 2024). Accutive Security (2024) details that HIPAA fines can reach $2.13 million 

annually, and GDPR fines can be up to €20 million or 4% of global turnover for serious violations. 

These fines are often seen as "transfers" but represent real economic costs to the institutions, 

impacting budgets that could otherwise be allocated to patient care or security upgrades. 

o Litigation Expenses: Data breaches frequently trigger civil lawsuits, including class-action suits 

from affected patients. The legal fees associated with these protracted battles—encompassing attorney 

costs, court fees, expert witness testimony, discovery processes, and settlement payouts—are 

astronomical and can stretch over multiple years (Elliott Davis, 2025). This drains institutional 

resources that could be invested elsewhere. 

o Forensic & Remediation Services: Post-breach, substantial funds are immediately allocated to 

forensic investigations to identify the breach source and extent, and to IT remediation efforts to 

contain the damage and restore systems. These are critical immediate costs incurred regardless of the 

justice approach, but they are often compounded by punitive investigations (Coalfire, 2024). 

• Significant Indirect & Opportunity Costs: 

o Reputational Damage and Patient Attrition: The loss of public and patient trust following a 

breach is a severe indirect cost, leading to reduced patient intake, decreased revenue, and potentially 

impacting future funding or charitable donations (Hornetsecurity, 2024). Patients may switch 

providers, representing a direct economic loss for the institution. The economic value of patient trust, 

though intangible, is a critical component of a healthcare institution's long-term sustainability and 

financial health (Number Analytics, 2025). 

o Operational Downtime and Productivity Loss: Breach responses often necessitate system 

shutdowns or manual workarounds, leading to service interruptions, delayed billing, and reduced staff 
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productivity (Elliott Davis, 2025). This directly impacts revenue generation and quality of care 

delivery, imposing substantial opportunity costs. 

o Increased Cyber Insurance Premiums: Following a breach, institutions typically face 

significantly higher cyber insurance premiums, representing an ongoing additional operational cost 

(Hornetsecurity, 2024). 

o Sub-optimal Organizational Learning: The punitive focus on blame and punishment can foster a 

culture of fear and silence within the institution. Employees may be reluctant to report errors, near-

misses, or security vulnerabilities for fear of repercussions, thereby hindering the organization's ability 

to learn from mistakes and implement proactive preventative measures. This perpetuates systemic 

weaknesses, leading to a higher likelihood of future breaches and their associated costs (MATEC Web 

of Conferences, 2019). The "cost of non-compliance" in this context is often much higher than the 

"cost of compliance" had proactive measures been in place (Indusface, 2025). 

 

5.2. Economic Advantages of Restorative Justice Mechanisms: A Comprehensive Perspective 

Restorative justice, by prioritizing holistic harm repair and relational accountability, offers compelling 

economic advantages that often surpass those of traditional punitive approaches, particularly in 

complex organizational settings like healthcare. 

 

• Reduced Direct Financial Outlays: 

o Lower Dispute Resolution Costs: Restorative processes, such as facilitated dialogues and 

mediation, are significantly less expensive than lengthy and adversarial litigation (Mediation Institute, 

2021). For instance, the Veterans Health Administration (VA) has successfully used ADR to resolve 

medical malpractice claims, demonstrating substantial savings (Saks, 2006, cited in Mediation 

Institute, 2021). Some studies suggest restorative justice costs can be as low as one-third of traditional 

justice system costs (Kentucky Legislature, 2020). 

o Potential for Reduced Regulatory Fines: Active engagement in restorative processes demonstrates 

a genuine commitment to addressing harm and implementing systemic improvements. This proactive 

and transparent approach can be favorably viewed by regulatory bodies, potentially leading to reduced 

fines or more cooperative settlements, as the institution is seen to be taking responsibility beyond 

mere compliance (Number Analytics, 2025, suggests proactive measures can mitigate costs). 

• Significant Mitigation of Indirect Costs: 

o Restoration and Enhancement of Patient Trust: Restorative justice empowers victims by giving 

them a voice and an active role in determining what needs to be done to repair the harm. This direct 

engagement, including apologies and agreements for specific reparations, is crucial for rebuilding 

trust, which is paramount in healthcare (Number Analytics, 2025). Restored trust directly translates 

to reduced patient attrition, improved public perception, and long-term financial stability for public 

health institutions, mitigating the severe "reputation loss" documented as a major cost (Hornetsecurity, 

2024). 

o Enhanced Organizational Learning and Reduced Recidivism (of incidents): Restorative 

practices facilitate a shift from a blame-and-punish culture to a "Just and Learning Culture" (MATEC 

Web of Conferences, 2019). By collectively exploring how the breach occurred, who was affected, 

and what needs to be done to prevent recurrence, institutions can identify and address systemic 

vulnerabilities more effectively. This leads to more robust cybersecurity measures, improved 

employee training, and a decrease in the frequency and severity of future data breaches, thereby 

avoiding recurring costs (Nitso Technologies, 2024). This proactive, preventative approach embodies 

true economic efficiency by reducing future harm. 

o Improved Employee Morale and Retention: When institutions adopt a restorative approach to 

internal errors or incidents leading to breaches, it fosters a sense of fairness, transparency, and 

collective responsibility. This can significantly improve employee morale, reduce stress, and decrease 
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turnover, thereby saving costs associated with recruitment, training, and lost productivity (MATEC 

Web of Conferences, 2019). 

o Holistic Harm Repair: Beyond financial compensation, restorative justice addresses the emotional, 

psychological, and relational harms experienced by victims, staff, and the broader community. This 

comprehensive approach to healing can prevent secondary victimization, prolonged distress, and 

further legal action, contributing to overall societal well-being and reducing unseen "social costs" 

(JAMS Mediation, 2025; Number Analytics, 2025). 

 

5.3. Comparative Economic Efficiency 

The evidence strongly suggests that while punitive measures provide a direct, albeit expensive, form 

of accountability, they often fall short in addressing the holistic harms of data breaches and fostering 

long-term systemic improvements. Restorative justice, by contrast, offers a more economically 

efficient pathway by: 

• Internalizing Externalities: It addresses not just direct financial losses but also the social costs of 

lost trust, damaged relationships, and inhibited organizational learning, which are often externalized 

or poorly accounted for in purely punitive models. 

• Optimizing Resource Allocation: By reducing litigation costs, fostering internal learning, and 

mitigating reputational damage, restorative justice reallocates resources from reactive crisis 

management and legal defense to proactive prevention and relationship building. 

• Generating Net Benefits: The long-term benefits of restored trust, reduced future incidents, and an 

improved organizational culture likely outweigh the immediate direct costs of implementing 

restorative programs, leading to a greater net benefit for the public health institution and society 

(Number Analytics, 2025). 

The comparison is not about eliminating all punitive measures but rather about integrating a 

restorative lens that can complement regulatory oversight and civil remedies, focusing on 

comprehensive repair and sustainable solutions. 

 

Table 2: Comparative Cost-Benefit Analysis: Punitive vs. Restorative Approaches to 

Healthcare Data Breaches 
Cost/Benefit 

Category 

Traditional Punitive 

System 

Restorative Justice 

System 

Restorative Justice 

System 

Direct Costs High: Regulatory fines, 

extensive litigation fees, 

court costs, potentially 

high 

settlements/judgments. 

Lower: 

Mediation/dialogue 

facilitation fees, often 

avoids protracted 

litigation, potential for 

reduced fines through 

proactive repair. 

RJ often offers 

immediate cost 

savings in dispute 

resolution. 

Indirect Costs High: Severe 

reputational damage, 

patient attrition, 

operational downtime, 

increased cyber 

insurance premiums, 

impaired employee 

morale. 

Lower: Mitigates 

reputational damage by 

rebuilding trust, facilitates 

organizational learning to 

reduce future incidents, 

improves employee 

morale and retention. 

RJ reduces long-term, 

systemic costs and 

prevents future 

financial drains. 

Harm Repair 

(Financial) 

Partial: Focuses on 

monetary compensation 

(fines, damages). 

Comprehensive: 

Addresses financial 

restitution alongside other 

harms. 

RJ integrates financial 

repair within a broader 

reparative framework. 
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Harm Repair 

(Relational/Social) 

Limited: Adversarial 

process often 

exacerbates mistrust and 

damages relationships. 

Extensive: Focuses on 

rebuilding trust, mending 

relationships, addressing 

emotional and 

psychological harms. 

RJ creates significant 

social capital and 

long-term relational 

value. 

Accountability Retributive: Focuses on 

assigning blame and 

punishment. 

Holistic & Forward-

looking: Focuses on 

understanding impact and 

taking responsibility for 

repair and prevention. 

RJ fosters a more 

proactive and 

sustainable form of 

accountability. 

Organizational 

Learning 

Inhibited: Fear of blame 

stifles internal reporting 

and systemic analysis. 

Enhanced: Promotes 

open dialogue, 

identification of root 

causes, and 

implementation of robust 

preventative measures. 

RJ drives continuous 

improvement and 

reduces future security 

risks, leading to 

preventative cost 

savings. 

 

6. Conclusion 

This narrative review underscores the significant economic burden imposed by data breaches on 

public health institutions and critically examines the comparative efficiency of traditional punitive 

systems versus restorative justice mechanisms in addressing such incidents. The research 

unequivocally demonstrates that while punitive responses, characterized by substantial regulatory 

fines and protracted litigation, offer a form of accountability, they often fall short in delivering holistic 

harm repair, fostering genuine organizational learning, and rebuilding crucial public trust. These 

traditional approaches incur escalating direct and indirect costs that can severely impact the long-term 

financial viability and operational integrity of healthcare providers. 

Conversely, the synthesized literature presents a compelling case for restorative justice as a pragmatic 

and economically astute policy tool. By shifting the focus from retribution to repair, accountability, 

and stakeholder engagement, restorative justice mechanisms such as mediation and victim-offender 

dialogue offer pathways to significant cost savings. These savings are realized through reduced 

litigation expenses, potential mitigation of regulatory penalties, and, most importantly, through the 

powerful effect of restoring patient trust, enhancing organizational learning, and preventing future 

incidents. The economic benefits of a "Just and Learning Culture," exemplified by cases like the 

Mersey Care NHS Trust, highlight the tangible financial advantages of fostering internal transparency 

and proactive problem-solving over a reactive blame-and-punish approach. 

The developed Antecedents, Decisions, and Outcomes (ADO) framework provides a structured lens 

to understand the complex interplay of factors that influence response choices and their cascading 

consequences. It reveals that the decision to embrace restorative approaches is influenced by 

organizational culture, leadership commitment, and the availability of resources, and leads to 

outcomes far superior in terms of cost-effectiveness, relational repair, and systemic resilience. 

In conclusion, for public health institutions grappling with the multifaceted harms of data breaches, 

strategically integrating restorative justice principles into incident response policies is not merely an 

ethical consideration but a sound economic imperative. It represents a shift towards a more efficient 

allocation of resources, internalizing the broad social costs of harm and maximizing the long-term 

benefits of comprehensive repair and sustainable trust. This interdisciplinary lens positions restorative 

justice as a vital component of modern public economics, capable of delivering not just justice, but 

also enduring financial and social value. 

 

 

 



European Economic Letters  
ISSN 2323-5233        
Vol 15, Issue 2 (2025)    
http://eelet.org.uk    
 

3731  

7. Future Directions, Implications, Suggestions and Recommendations 

The findings of this review offer a strong theoretical and conceptual foundation for integrating 

restorative justice into healthcare data breach response. However, significant opportunities for further 

research and practical implementation remain. 

 

Table 3: Future Directions, Implications, Suggestions, and Recommendations 

Category Specific Area Description & Rationale Relevant Review 

Papers / Citations 

Future Research 

Directions 

1. Empirical 

Cost-Benefit 

Analysis: 

Conduct rigorous quantitative 

studies directly comparing the 

financial outcomes of 

restorative vs. punitive 

approaches for similar data 

breach incidents in healthcare. 

This requires robust data 

collection on all cost 

categories. 

MATEC Web of 

Conferences (2019) 

for initial economic 

benefits; IBM (2024) 

and Elliott Davis 

(2025) for punitive 

costs; further 

empirical work needed 

for direct comparison. 

 2. Long-term 

Impact 

Assessment: 

Longitudinal studies to track 

patient trust, organizational 

learning, and recidivism rates 

of incidents years after a 

restorative intervention 

compared to punitive 

measures. 

Hornetsecurity (2024) 

on long-term 

reputational damage; 

Number Analytics 

(2025) on patient trust 

value. 

 3. Development 

of Economic 

Models for RJ: 

Create sophisticated 

economic models that can 

quantify intangible benefits 

of restorative justice (e.g., 

value of trust, improved 

morale, reduced systemic 

risk) and integrate them into 

a comprehensive cost-

benefit framework. 

Number Analytics 

(2025) discusses 

economic modeling of 

RJ; Braithwaite (1989) 

on social capital. 

Implications for 

Public Health 

Policy 

1. Policy 

Integration: 

Encourage legislative bodies 

and regulatory agencies (e.g., 

HHS, data protection 

authorities) to recognize and 

explicitly permit restorative 

justice as a legitimate and 

preferred response option for 

healthcare data breaches, 

potentially offering incentives 

for its adoption. 

Zehr (2002) on RJ 

principles; Number 

Analytics (2025) on 

budget reallocations to 

community-based 

programs. 

 2. Regulatory 

Flexibility: 

Advocate for regulatory 

frameworks that allow for 

reduced fines or alternative 

resolutions when public health 

institutions demonstrate 

genuine efforts at restorative 

Indusface (2025) on 

cost of compliance vs 

non-compliance, 

suggesting incentives 

for better practices. 
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repair and systemic 

improvement post-breach. 

 3. Funding & 

Resource 

Allocation: 

Allocate public funds and 

grants to support the 

development and 

implementation of restorative 

justice programs tailored for 

the healthcare sector, 

particularly for public 

institutions. 

Kentucky Legislature 

(2020) on cost-

effectiveness of RJ 

programs. 

Suggestions for 

Institutional 

Practice 

1. Develop RJ-

Specific 

Protocols: 

Public health institutions 

should establish clear internal 

protocols and training 

programs for implementing 

restorative justice responses to 

data breaches, including how 

to engage victims and 

responsible parties. 

MATEC Web of 

Conferences (2019) on 

"Just and Learning 

Culture"; Nitso 

Technologies (2024) 

on implementing 

restorative practices. 

 

 

2. Invest in 

Training: 

Train legal teams, IT security 

personnel, HR, and patient 

relations staff in restorative 

justice principles and 

facilitation skills to ensure 

effective implementation. 

OVC (2005) 

emphasizes training 

for victim-offender 

mediation. 

Recommendations 1. Pilot 

Programs & 

Case Studies: 

Public health institutions 

should initiate pilot restorative 

justice programs for data 

breaches and rigorously 

document them as case studies 

to build an evidence base for 

their economic and social 

efficacy. 

This review itself 

highlights the need for 

more specific case 

studies in healthcare 

data breaches. 

 2. Cross-Sector 

Learning: 

Facilitate knowledge transfer 

from other sectors (e.g., 

education, criminal justice, 

corporate governance) where 

restorative practices have 

been successfully 

implemented to address 

organizational harm. 

Braithwaite (1989) on 

regulatory crime; 

Number Analytics 

(2025) on RJ in law & 

economics. 
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